ANNUAL REPOI
2016




FINANCIAL INTELLIGENCE CENHARNA

ANNUAL REPORT

2016

2016 Annual Report, Financial Intelligence Centre



BOARD OF DIRECTORS

Professor Francis Dodoo
Chairman

Mr. Samuel Thompson Essel
Member, Chief Executive Officer

Mr. Andrew A. Boy®oe
Member

C.O.P Mr. Prosper Kwame Agblor
Member

Mrs. MangowaGhanney
Member

Mr. Leonardo Lamptey
Member

AlhajiSalifu Osman
Member

2016 Annual Report, Financial Intelligence Centre



ABBREVIATION MEANING

Als

AML
AMLRO
AMO
ARIN
ARINWA
BNI

BoG
CAD
CARIN
CDD
CDF
CENTIF
CEO
CFT

CID
CMOs
CSIR
CTITF
CTR
DNFBPs
ECOWAS
ECTR
EDD

El
EOCO
ESW
FATF

Accountable Institutions

Anti-Money Laundering

Anti-Money Laundering Reporting Officer
Asset Management Office

Asset Recovery Interagency Network

Asset Recovery Interagency Network for Wafktca
Bureau of National Investigation

Bank of Ghana

Canadian Dollar

Camden Asset Recovery Intégency Network
Customer Due Diligence

Currency Declaration Form

Cellule Nationale de Traitement des Informatidfisancieres

Chief Executive Officer

Combating the Financing of Terrorism

Criminal Investigations Department

Capital Market Operators

Centre for Scientific and Industrial Research

Counter Terrorism Implementation TaBkrce of the UN
Cash Transaction Report

Designated Noifrinancial Businesses and Professions
Economic Community of West African States
Electronic Currency Transaction Report

Enhanced Due Diligence

Executive Instrument

Economic and Organised Crime Office

Egmont Secure Web

Financial Action Task Force

\ J
2016 Annual Report, Financial Intelligence Centre



FIC
FIU

FoP
FSRB

GBA
GBP
GIABA

GMC
GPS
GRA
GREDA
ICT

IMC

IMF
INTERPOL

Financial Intelligence Centre
Financial Intelligence Unit

Financing of Proliferation of Weapons of Mass Destructiol
FATF Style Regiorizddy

Ghana Bar Association
Great British Pound

Inter-Governmental Action Group against Money Launder
in West Africa
GIABA Ministerial Committee

Ghana Police Service

Ghana Revenue Authority

Ghana Real Estaf@evelopers Association
Information Communication Technology
Identity Card

Inter-Ministerial Committee on AniMoney Laundering and
Combating the Financing of Terrorism
International Monetary Fund
International Criminal Polic@rganization
Intelligence Report

Information Technology

Know Your Customer

Law Enforcement Agencies

Law Enforcement Coordinating Bureau
Mutual Evaluation Report

Money Laundering

Mutual Legal Assistance

Ministry of Finance

Memorandum of Understanding
Narcotics Control Board

Non-Bank Financial Institutions

2016 Annual Report, Financial Intelligence Centre



NCA
NIA
NIC

NRA
NS/AP
NSCS

PEP
PSC

RCBs
RD

SCUML
SEC
SOP
STEPRI
STR
TF
UNODC
UNSCR
USD
WB

National Communication Authority

National Identification Authority

National Insurance Commission

NPRA National PensioRegulatory Authority
National Risk Assessment

National Strategy and Action Plan

National Security Council Secretariat

Politically Exposed Person
Public Services Commission

Rural and Community Banks

Researctbepartment of the Ministry of Foreign Affairs anc
Regional Integration

Special Control Unit against Money Laundering
Securities and Exchange Commission

Standard Operating Procedure

Science and Technology Policy Research Institute
Suspicious Transaction Report

Terrorist Financing

United Nations Office on Drugs and Crime

United Nations Security Council Resolution

United States Dollar

World Bank

Vi

2016 Annual Report, Financial Intelligence Centre



TABLE OF CONTENTS
Content

Table of Contents

List of Tables

List of Figures

List of Chad

Message from the Chief Executive Officer

1. About FIC
Vision, Mission and Core Values

Milestones in the fight against ML/TF & P

2. Stakeholders of the AML/CFT & P Regime
Domesticand InternationalCollaboration

Request for Assistance from Law Enforcement Agencies

3. Operational Activities
Tactical Analysis
Analysis of STRs Received and IRs Disseminated
Analysis of STRs by Sectors
Cash Transaction Reports (CTRs)Electronic Currency
Transaction Reports (ECTRS)
Revised Cash Reporting Thresholds for the Banking,
Securities and Insurance Sectors
Currency Declaration Reports (GDR
Cloned Cheque Reports
Risks, Trends and Methods from STR Analysis
Trend Analysis of Crime Stories

Typology/Case Studies

[ i )

11

12

13
13
14
14
19
21

\ )

2016 Annual Report, Financial Intelligence Centre



Content

4. AML/CFT & P Training and Awareness Programmes
Introduction
Training of Accountable Institutions
Training of Law Enforcement Agency (Police)

Submission of End of Year AML/CFT Compliance Reports

5. Other AML/CFT &Related Programmes
The National Risk Assessment (NRA)

Report of 2¢ Round orsite Mutual Evaluation on Ghana

6. International Cooperation
MOUs executed with Foreign FIUs
Capacity Building Workshops for Staff

- International

- Local

7. Achievements
8. Challenges
9. Way Forward

List of Tables

Table 1 CTRs and ECTRs reedifrom January to December 2016
Table 2 Currency Declaration Reports receivia®016

Table 3 Predicate Offences from Crime Stories

Table 4 Training of Accountable Institutions

Table 5 2016 Submission of Corgnce Reports

Table 6 NRA Working Groups and Mandates

page

24
25
26
28

30
39

50
51
51
53

55
56
56

13
14
19
25
28
33
42

Table 7 The ME Process and Methodology .
\

VIl J

2016 Annual Report, Financial Intelligence Centre



page

List of Tables

Table 8 MOUs executed with foreign FIUs 50
Table 9 International Capacity Building Programmes 51
Table 10Local Capacity Building Programmes 53

List of Figures

Fig 1 Domestic and InternationafCollaboration 5

Fig 2 STRs received and disseminated 9

Fig 3 STRs received and IRs disseminated in 2016 10
Fig 4 Dissemination of IRs to LEAs 11
Fig 5 Distribution of STRs received per sector 12
Fig 6 Risks, Trends and Methods from STR Analysis 15
Fig 7 IDs used in facilitating crimes 17
Fig 8 SuspectedPredicate offences 17
Fig 9 Currencies frequently used 18
Fig 10Trend Analysis of Predicate offences from crime stories (2@(BL6) 20

[ =)

2016 Annual Report, Financial Intelligence Centre



MESSAGE FROM THE CHIEF EXEECORFICER

The Centre made giant
strides in the year 2016
with the passage of a
number of laws related to
Anti-Money laundering
and Countering the
Financing of Terrorism.

In 2016, Executive
Instrument 114 (E.1114)
amended Executive
Instrument 2 (E.l.2)to
provide for measures

S.T. ESSEL, CEO, F against Foreign Terrorist
Fightrs consistent witlthe United Nations Securitg€ouncil Resoluticn(UNSC§ 2178
and2253

The CompaniesAct, 1963 (Act 179as amended with thepassage oflte Companies
(Amendment) Act, 2016 (Act 92@) addresskey issues to ensureompliance withthe
FATRecommendationsThis includes the following:

1) To allow theRegistrar of Companie® demand from prospective companies,
information on beneftial ownership consistent witkATFRecommendations 24
and 25.

2) Establishment of Beneficial Ownership Register.

3) To granttompetentauthorities in particular Law EnforcemeigenciegLEAS)the
power to access basic and Beneficial Ownergtfiprination.

The Securities Industry Act, 20{&ct 929)which amendedhe Securities Industry Act,
1993 (PNDCL, 333) and Securities Industry (Amendment) Act, 2000 (Acin&de)
provisionsfor Anti-Money laundering

The new Binking ActBanks and Specialized Depdaking Institutions Act, 2016 (Act 930)
made explicit provisions on pecuniary sanctions to be impdeednoney laundering
offences

( ]
L =)
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The National Risk Assessment andtivl Evaluation Exerciseere the two (2) major
activitiesthe Gentre undertook in theyearunder review.

In accordance with FATF Recommendation 1 and in furtherance @dAGMinisterial
I 2 YYA GG S Q&Idectiveits meeting helchiNiamey, Niger in 2014nember
States wee to complete the NRA before theext round of Mutual Evaluatioin 2016

Ghanadaunchedits National Risk #gsessmenin April 2016and subsequently published its
report on the GIABAand FIGvebsites h August2016 An Action Plan has been adopted
andis to beimplemented in the next three (3) years.

At the 25" GIABA Technical Commission/Plenary meetings held in May 2016 in Praia, Cabo
Verde Ghana wasselected to undergo the Secondolhd of Mutual Evaluation in
September 201@fter the successful launch of theatonal Risk AsessmentThe final

report of the Mutual Bvaluation would be discussed at the next GMBechnical
Commission/Plenary Bktings to be heldn May 2017.

The Centre conducted a number of AML/CFT training and sensitizatiororsegsr
Accountable ristitutions including Insurance companiesariks and NofBank Financial
Institutions, Capital Market Operators, Car Dealers and Real Estate Developers

During the review periodhe Centre receivedixty-two (62) requests for information from
counterpart Egmont Members antespondedto same.Two hundred and five (205)
spontaneous disclosures were disseminated to various foremymterparts.The Centre

sent twenty-five (25) requestsand received one hundred and twentne (121)

spontaneous disclosures.

At the meetingorganized byAsset Recovgrinteragency Network for West Afri¢ARIN

WA) in Abidjan,Cde R Q f @@hanbRtined théresidency of ARIA from 2016 to
2018 The meetingadopted the final report otheir meeting held in Ghana in 2014dnd
also discussed the operational situatioof the permanent secretariat, funding of the
network, provision of a platform of emerging legislations in the identification of criminal
assets and the establishment of Asset Management Offices \M@ember States.

The majorchalleng faced by the éntre was the resignation of four j4nembers ofstaff.
This notwithstanding, the Centrgas able tostrengthenthe capacity oexistingstaff and

recruited three (3new staff tosustainthe operationof the Centre

[ =)

2016 Annual Report, Financial Intelligence Centre




It is my hope that in the coming yeanseasures would be put in place to enhance the
/| SYGNBQa / 2yRAGAZ2YE 2F {SNBAOS (G2 SyadzaNB

In conclusion, | wish to thank Stakeholder Institutions, both domestic and international,
the Board, Management and Staff of the Centre for their efforts towar@dsking the
Centre successful in ishdeavairs.

[ i ]
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1. About FIC

D K | yAnt2Money Laundering and Countering the Financing of Terrorism (AML/CFT)
frameworkoperates iracordancewith Sction 4 ofthe AnttMoney Laundering Act, 2008
(Act 749) as amendedwhich establishes thEinancial Intelligence Centre (FIC), as a body
corporate mandated to request, receive, analyze and disseminate financial intelligence to

competent authoritiesn Ghana an@broad

The Vision, Mission and Core Values of the FIC are as depicted below.

VISON The attainment of excellence & integrity and a dedication towa
combatingMoneyLaundering andlerrorist Hhancing

MISSION To protect the Ghanaian economy from the scourge of mao
STATEMENT laundering and terrorist financing for the enhancemefinational
and global economic stability and growth.

Confidentiality

Responsiveness

Accountability

Professionalism
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2008 MILESTONES IN THE FIGHT AGAWSTF&P

AML Act 749

Ghana passed this Act which sought 2009 & 2010

prohibit money laundering, establish

Financial Intelligence Centre and to proviq The CEO was appointed in 2009 and the Centre became operational in 20

for relatedmatters. ) i . i
Economic andOrganisedQiime Office (EOCOMAct 804

Anti-Terrorism Act 762 The EOCO was established under the Economic and Organized Crime Offi
2010 (Act 804) to investigate and prosecute money laundering and o
economic crimes. It has the power to search, track and seize tainted prop|
including seizure of wrency suspected to be the proceeds of crime.
effectively carry out its functions, the law empowers the EOCO to issue
following:

(i) Freezing Orders

(i) Seizure Orders

(iii) Production Orders.

This Act was enacted to combat terrorisn
suppress and detect acts of terrorisn
prevent the territory, resource and financig
services of Ghana from being used to
commit terrorist acts to protect the rights o
its people to live in peace, freedom ang
security and to provide for connecte
purposes.

2011
2009 AML/CFT Guidelines (BoG, NIC, SEC)
1st Mutual Evaluation Exercise These were developed @ssislicensed financial institutions design an
implement their respective AMLET compliance programmes as well
Ghana was subjected to the™]] maintaina sound financial system and to join global efforts to minim
Round of Mutual Evaluation. Th the scourge of Money Laundering and Terrorist Financing

SOl tdzad GA2Y o1 & .
Technical Compliance With thiua report, Finad - Regulation (LI 1987) o

. This regulation enjoined eachcéountable Institution to make and
FATF Recommendations. ) ]
implement internal rules and other procedures to combat ML/TF.




2012

Blacklisting
LY CSoNHzt NBE HnmuI (GKS C!¢C Y
AML/CFT deficiencies which blacklisted the country.

De-blacklisting

Within six (6) months Ghana was dblacklisted by FATF fo
addressing the strategiBML/CFT deficiencies identified. Ghana w
subsequently congratulated by FATF for this unprecedented feat.

Anti-Terrorism Amendment(ATA)Act 842

This Act amended the ATA Act 2008 (Act 762) and further empow:
the Minister for Justiceand Attorney Gearalto issue instructions by
way of Eecutive Instrument to enable Ghana comply with thg
obligations under UN Security Resolutions Chapter 7 of the
Charter.

2012 2013

Criminal Offences (Amendment)
Act 849

Executivelnstrument 2

GhanagpassedExecutive Instrument]
2 (E.I.2) in February 2013 't
adequately address and implemer
obligations under the United
Nations Security Counc
Resolutions (UNSCRs) 1267, 13
1718, 1737, successor resolutior

This Act amended the Crimina
Offences Act 1960 (AcR9) to
criminalise possession of humal
parts, enforced disappearance
sexual exploitation, illicit
trafficking in explosives, firearm
and ammunition, participation in

_ o and other relevant resolutiong
organlzeq criminal group ang consistent with EAT
racketeering. Recommendations.

2012
ATARegulations (1218}
The AntiTerrorism Regulation 2012 wamssed and gazetted i
June 2012. The Regulation expanded the scope of Als and de
the procedure for compliance with UNSCR on individuals
entities designated as terrorists.

Immigration (Amendment) AcB48
This Act which criminalises migrasmuggling was passed an
gazetted on June 29, 2012.

EOCO Regulatiornk.| 2183

This Regulations whiclvaspassed and gazetted on June 19, 20
provided largely for Standard Operating Procedures (SOPs) fo
EOCO as well asher prescribed forms.

016 An

2014
AML (Amendmeni Act 874
In response to recommendations made by the International Monetary Fund (IMF), Financial Actio
Force (FATF) and the It@overnmental Action Group against ey Laundering in West Afric&IABA),
the Centre initiated the drafting of amendments to the AMtoney Laundering Act 2008 (Act 749).

EGMONTAdmission
Ghana was admitted as a member into the prestigious Egmont group ofnFldsordance with
Regulation 42 of the AML/CFT Regulation

ATA(Amendmeni) Act 2014

The AntiTerrorism Act (Amendment) Bill was drafted, approved by Cabinet and laid before Parlia|
The Amendment empowsithe High Court to order the funds of a terrorist, financiers of terrorism o
terrorist organization irgeneral to be frozen. Hitherto, the High Court could only order to be frozen fy
of a terrorist organization designated by thaitéd Nations Security Council.




2016
National Risk Assessment
Ghana published its NRA Report

2nd Roundof Mutual EvaluationExercise
Ghana is currently undergoing it&ME exercise

Executivelnstrument 114
Thisprovided for measures againBbreign Terrorist Fighters

2016 2016
CompaniefAmendment)Act 920 Securitiesindustry Act, 2016 (Act 929)
The Companies (Amendment) Bill was prepaaed reviewed. The following key issueg This Act was passed to revise and consolid
Ay tAYS sAGK Cl¢CQad wSO2YYSyREGAZYyA ¢ the Securities Industry Act, 1993 (PNDCL 3

: . . . . and to provide for related matters.
i) A provision for the Registrar of Companies to demand from prospective compa P

information on beneficial ownership consistent with Recommendat@fhsind 25 of the
Revised FATF Recommendations (2012).

i) Competent authorities in selected Law Enforcement Agencies should have all p
necessary to obtain timely access to basic and beneficial ownership information.
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2.0 Stakeholdersof the AML/CFT & P Regime

Domestic and International Collaboration

The FICworks closely with domestic andinternationd entities including the Inter-
Governmental Action Group against Money Laundering in West Africa (GBxiBlAhe

Egmont Group of FlUsas depicted in Figure .1¢ KAa Aa O2yairadSy.

Recommendations 2 and 40.

Figure 1: Domestic and international collaboration between FIC and other agencies

FATF/GIABA /
UNODC /
EGMONT

Other Domestic
Competent
Authorities

Accountable
Institutions

Investigative
CARIN/ Authorities,

Other ARIN Intelligence

Networks Agencies and
Revenue Agencies
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The Financial Action Task Force (FATF) is the international tesgynsible for

development of policies and standards for combating money laundering, terrorist
financing and proliferation of weapons of mass destruction. In line with the FATF
Recanmendation 36, the Centre hasgned MOUs with GIABA membedat8s and can
access and disseminate information in real time to these partners in theegyibn and
other foreign partners to fight the menace of ML/TF dnthncing the Boliferation of

Weapors of Mass DestructiorfP)

GIABA ighe regional FATBtyled bodyresponsible for facilitating the adoption and

implementation of AML/CRIP measuresn West Africa.

The EGMONTGroup of Financial Intéigence Unitswas set upfor the exchange of

intelligence for combatindMoney Laundrerinngrrorist Financingnd Proliferation of
6
0 )
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Weaponsof MassDestruction The Centre iamember of theEGMONTroupof FIUs and

continues to enjoyhe benefits ofmembership

In collaborationwith RegulatoryBodies, the Centre periodically reviews the assessment of
ML/TRRP risk profile of the Financial Institutions (FIs) andsignated Non-Financial

Businesses and Professions (DNFBPS).

The Centre ensures domestic collaboration with all relevant LEAs includatignal
Security Gouncil Secretariat (NSCSBureau ofNational Investigation (BN))GhanaPolice
Srvice (GP$SEconomic and Organised Crime OffiiEeOCQ)Narcotic Control Board
(NACOB)Ghanadmmigration Service (Gl&hd other stakeholder institutions such dise

Driver and Vehicle Licensing Authority (DVWAS 3 A & G NI NJ DSy $RGP}in@a 5
the Ghana Revenue Authority (GRA).

The Centre serves asulcrum around which a robust AAlloney LaunderingCountering
the Financing of Terrorism andrdiferation of Weapons of Mass Destruction
(AML/CFT&P) regime in Ghana revolves. The regulatory regime of the AMPE/ @kJose

on Accountablelnstitutions, among others the responsibility to apply comprehensive
Customer De Diligene (CDDYn both existing and prospective clients, keep records and

submitreportsto the Centre.

Ghana has taken the appropriate steps to identify and assess ME/figks in order to
AYTF2NY LI NByYyGlt OKI Yy RE@giniehcludikKgieviewafdaysand® Q &

Other Enforceable Means

As part of domestic collaboration, the Centre received over one hundred and¥56)
requests from GPS, BNI, EOGBCOB and other stakeholders to assistamducting

financial investigation§oarallel investigations)

( 1
{7 J
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FATF Recommendation 20 states as follows:

If a financial institution suspects or has reasonable groundsi$pect
that funds are the proceeds of a criminal activity, or are related to
terrorist financing, it should be required by law, to report promptly its
suspicions to the Financial Intelligence Unit.

In compliance with the abov&ection 30(1) of the AMAct, 2008 (Act 749), as amended,
LINE OARSA GKFG aF LISNAR2Y 2Ny 1 002dzyidlof S
that a property is

(a) terrorist property

(b) the proceeds of money laundering

(c) for financing of proliferation of weapons of mass destroit

(d) intended for any other serious offence
shall submit a Suspicious Transaction Rep®itRj}o the Centre within twentyfour (24)

K2dzNBR | FGSNI GKS {y2¢ft SRIS 2N 4dzZALIAOA2YyaEA ¢

Section 5(4) of the AntiTerrorism Act2008(Act762) as amendedprovides thath | LIS NB& 2 y
holding funds to which subsection 2 relates shall report without delay to than€ial
Intelligence Centrestablished under Section 4 of thethMoney LaunderingAct, 2008
6Tnpyv GKS SEAEAGSYOS 2F (KS Tdzy Ra ¢

Consequently,nformation receiveds analysed and intelligencederivedis disseminated
to Investigating Authorities, Intelligencegéncies andRevenue gencies in Ghana and

abroad for further investigation in accordance with law.

( )
1 8
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Persong) or Accountable Institutions arsubsequently provided with feedback on the

investigation outcoms.

Analysis 0fSTRs Received at@sDisseminated

Overthe past five(5) years (2012 t@016) the total number of STRs received was one
thousand eight hundred and seventyie (1,871).0f this humber seven hundred and
twenty (720) Intelligene Reports(IRs)were disseminated tonlvestigaing Authorities,
Intelligence Agencies and RevenugeAcies in Ghana and abroadhis is graphically

presented inFigure Zbelow.

Figure 2
STRS RECEIVED AND IRS DISSEI\&EINATED ]

<t

|\
™

N~
N~

FREQUENCY
I s/
L JE=B
225
310
8

2012 2013 2014 2015 2016
m Received 375 356 420
m Disseminated 254 225 86 78 77

The average number of S§Receivedwithin the five (5) year perioevasthree hundred
and seventyfour (374). Although the number of STRs declined in 2013 and 2014, it steadily
increased in 2015 and 2014th the latter recording the highest number of BS.

The decline in the number of IRs disseminated to LEAs within the five (5) year period can
be attributed to the factthat the fundstransferred to Ghana as a result of fraudulent
misrepresentatiorwere repatriated to(or recalled byyictims/remitters.

( ]
t 2 )
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In the yearunder review,the Centre received four hundred and twenty2@) STRs and

disseminatedseventyseven(77) IRs Figure 3illustrates receipts and dissemination in
2016.

Figure 3

/
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STRs Received and IRs Disseminated in 2016
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[ ] Disseminateqi 6

8 3 12 9 1 6 7 5 7 6 1

The Centre disseminatefl6% of its Intelligence Reportto the Economic and Organised
Crime Office (EOCO) and Ghana Revenue Authority (G&#&dicated in figure Below,

GRA receivethirty (30) Intelligence ReportdR9 signifyingthe deepening of collaboration

between the FIC an@GRAiIn the fight againsttax evasion as a predicate offenae

accordance with &tion 6(g) of Act 874

[ 10 )

\ J
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Figure 4

4 Dissemination of IRs to LEAS R

- )
NB: A IR may be disseminated to multiple agencies.

Analysisof STR&y Sectors

As shown in igure 5 belowBankscontinued to account fo®0% oftotal STRs received
from 2012 to 2016the Savings and Loaner@panies accounted for 4.7&nd the others

comprising the Insurance and Capital Market operators contributed 5.3%

The increase in the number ddanks and Savings and Loans Companies coupled with

continuous awareness creatignay haveresulted in the high number of STRs received.

( 1
N
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Figure 5

DISTRIBUTION OF STRS RECEIVED PER SECTOR

>_
@)
Z
L
2
o
L
i 337
314 312
2012 2013 2014 2015
Others 46 19 11 10
m Insurance Companies 0 1 0 1 1
m Capital Market Operators 2 2 0 2 1
B Savings & Loans/RB (NBFIs) 13 22 24 14 13
m Banks (Fls) 314 312 276 337 400

CashTransactionReports (CTR$ and Hectronic Currency Transaction Reports (ECTRS)

One million, fiftythree thousand and sixtpine (1,053,069) Cash Transaction Reports
(CTRs) were received and reviewsdthe Centran 2016.

Three hundred and seventy six thousand, eight hundred and sewenty376,876)
Electronic Currency Transaction Reports (ECTRs} vezeivedby the Centre The
distribution of institutions which submitted the two (2) statutory reports is mapped out in

Table 1below.

( )
| 12}
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Tablel: CTRs and ECTRs received fdamuary toDecember, 2016

INSTITUTION CTR ECTR
Banks 1,020,876 376,876
Savings & Loans Companieg 31,246

Rural Banks 4,061

Total 1,053,069 376,876

Total CTRs for the period under review reduced by fifty nine percent (59%) as compared
to the 2015 figure due to the review of the reporting threshold from GH¢20,000.00 to
GH¢50,000.00 for the bank®otal ECTRSs also reduced by 22% as compared to the 2015

figure owing to the inability of some banks filing ECTRs as a result of system challenges.

However,as a result othe voluminousCTR/ECTRsefil by the Accountable Institutions,
plansare faradvanced by the Centre to enhance its Enterprise Solution to improve tactical

analysisof CTRsS/ECTRs

Revised CasliReporting Thresholds for theBanking Securitiesand Insurance Sectors

In accordance witlbection31(a) of Act 749, as amended, tfeportable threshold for Cash
Transaction Report (CTR) for all banks was reviewed from twenty thousand Ghana Cedis
(GHt 20,000.00) to fifty thousand Ghana Ce@@s$# 50,000.00) by the Centre March

Similarly, the Centre als@viewed thecash reportirg thresholds for both the Securities
and Insurancesectors tdfifty thousand Ghana Cedis (GH¢50,000.00) and five thousand
Ghana Cedis (GH¢5,000.00) respectively.

Currency Declaration Repor{f€DRs)
Threehundred andorty- five (349 Currency DeclaratioRorms(CDFs)vere received and

reviewed as shown in Table

( )
{ 3 )
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A number offoreignnationals were identified to have consistently conveyed cash into the
country. The couriers conveyed the exact threshold of USD$ 10,008t&@siblyto avoid

reporting oblgation

: CurrencyDeclaration Reports received in 2016

Currency No of CDFs Total Amounts
Declared

UsD 316 2,218,893.00
GBP 2 11,870.00

Euro 7 71,350.00

CFA 16 5,000,000.00
Yen 1 1,35000

Naira 3 4,100,000.00

In2016, the Centre received sixty (60) cloned cheque reports from the financial irsiguti

valuedat GH 31,641,240.36.

Nine (9) out of thesixty 60) cloned chequeseported valued atGH ¢ n 17 Z pwere ® i1 n
howevercashed

Recommendation 1 of the FATF revised 40 Recommendations (2012) requests all countries
to identify, assess and understand their ML/TF risks by applying the risk based approach
and take action to mitigate those risks. Recommendation 34 alsoirenjBompetent
Authorities and Supervisors to establish guidelines and provide feedback which would

assist financial institutions and DNFBPs in applying measures to combat ML/TF.

Further, Regulation 40 (f)(g) of the AMbney Laundering Regulations, 2011 (L.l 1987)
requires the Centre to providédccountablelnstitutions with feedback which includes
information on current risks, trends and methods of ML/TF and exampl&flL.ofases in

the country ( |
Y l 14 J
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Perpetrators of ML

Intelligence Reports (IRs) disseminated in 2016 identified some characteristics of

perpetrators of Money Launderin@/L).

The analys revealed that 82% of suspect&tl perpetrators weremales. kErthermore,
majority of perpetratorswere of Ghanaian nationalitaccounting for77%, followed by

Nigerians, 14%, Chinese, 4%, Indians, 3%, Liberians, 1% and Ivoirians, 1%.

Majority of perpetratorsstated their occupation aselfemployed others were students

andsalariedworkerswho fronted shamcompanies to defraud their victims.

Figure 6Risks, Trends and Methods from STR Analysis

CHARACTERISTICS COMMENTS / ANALYSIS

3.75

Percentage of IR
Disseminated
H Banks
# Non-Banks
N J
Gender About 82% of perpetrators were males
( ]
L )
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CHARACTERISTICS COMMENTS / ANALYSIS

IV M China4% _w Liberig 1% N
Ivory Coast 1%

M India, 3%
H Nigerig 14% H Ghana
Nationalities @ Nigeria
i India

H lvory Coast
i China

i Liberia

H Ghana 77%

- J

Occupation of Subjects Majority of perpetrators were semployed. Others
included students and salaried workers.

Type of Businesses used| Sole proprietorships, limited liability companies, an
facilitating crime individuals including students, businessmen/women.

IDsused infacilitating aimes

Passpors accounted for 47% of identification documents usedopening accounts to
facilitate ONRA YS &3 F2ft 2SR 0& +20SNRA L5 HT P
and Student ID, 1.5%

( )
| 16 )
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Figure 7

IDs used in facilitating crimes

IDs Used

%
0.0 5.0 10.0 15.0 20.0 25.0 30.0 35.0 40.0 45.0 50.0

Passport ] = 7

NHIS ID | w121%

Driver's Licence_ H 12.1%

Student ID . B 1.5%

Identification Used

Suspected Predicate Offences

Suspected undeying crimes for Mlincludedfraud, tax evasion, muggling forgeryand
robbery.

Figure 8
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Methods/Typologies

The methods adopted bguspected perpetrat@ included romance fraud,ad scams,
investment faud, hacking/truncation ofe-mail (CEO Fraud), advanced feaud (419)
cheque cloningand mpersonation. It was observed thaerpetratorsoften relied on a
hybrid scheme (a twist of romance scam, gold scam, investment fraud, and advance fee
fraud) toexecutetheir illegal activities. &petrators alsaused fraudulent documents and
sham companies including NeRrofit Organizations to deceivend defraud victims.

Cheque cloningvas identifiedas an emerging trend

Money TransfeService Providersuch as Western Union and MoneyGram continued to
be thepreferredmedium through which perpetrators received the suspected proceeds of

crime.

Delivery Channels
The most prevalendelivery channelemployedincluded wire transfers, casdmd cheque

(dud/cloned). Wire transfers werthe mostwidelyusedfinancial instrument.

TheUnited States Dollars (USD) was tierency of choiceepresentingd8.75%, followed
by the Ghana Cedi, 36.25%, and the Euro, 15%.

Figure 9
CHARACTERISTICS COMMENTS ANALYSIS
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The following geographical locatiomsGhanavere identified as hotspotor ML activites

Accra Central, Nungua, Legon, Tema, Lapaz, Ridge, East Legon, Airport, Burma Camp,
Spintex Road, Dome, Taifa, Kasoa, Achimota, Kwabenya, Sakumono, Teshie, Nungua,
Labone, Madina, Dzorwulu, AshaimaKwame NkrumahCircle, Berekum, Obuasi,

Koforidua, Kumasiyinneba, Sunyani, Cape Coast, TamaimnaSwedruand Ho.

Trend analysis of crime stories reportedsglectedmajor newspapers in Ghana between
2013 and 201éndicated a total otwo thousand, one hundred and thirfyve (2,135)
suspected predicate offences

A breakdown of the various predicatéfencesfrom crime stories areshown below.

PREDICATE OFFENCES 2013 2014 2015 2016 Total
ROBBERY 120 125 178 136 559
FRAUD 80 78 107 87 352
MURDER 60 65 113 73 311
STEALING 50 48 90 102 290
NARCOTICS 45 42 41 34 162
SEXUAL EXPLOITATION 13 10 50 47 120
CORRUPTION & BRIBERY 20 25 15 10 70
ARMS TRAFFICKING 20 15 14 11 60
ENVIRONMENTAL CRIME 25 15 7 8 55
KIDNAPPING 15 10 16 6 47
HUMAN TRAFFICKING/MIGRANT SMUGG 15 12 12 6 45
FORGERY 9 7 4 1 21
COUNTERFEITING CURRENCY 0 0 8 3 11
ORGANIZED CRIME 0 0 9 0 9
=
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EXTORTION 0 0 1 5 6
GRIEVOUS BODILY INJURY 0 0 6 0 6
SMUGGLING 0 0 1 3 4
TAX EVASION 0 0 2 2 4
PIRACY 0 0 1 2 3
TOTAL 472 452 675 536 2135

TREND ANALYSIS OF PREDICATE OFFENCES FROM CRIME ST20R&S (2013

Figure D

TREND ANALYSIS OF PREDICATE OFFENCES FROM CRIME STORIEIS)2013
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It was observed that robbery, fraud, murder, stealing, and narcotic related cinaes
together steadilyaccountedfor 79% of reported predicate offences over the last four (4)
years.Robbery recorded the highest percentage of reported cases representing 26%,

followed by fraud, 16%, murder, 15%, stealing, 14% and narcotics, 8%.

Sexual exploitatioappeared to be onef the most prevalent predicate offences in

Ghana for 2015 and 2016.
(=)
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As part of the activities of the Centre, Strategic Analysis was conducted to identify trends
of ML/TF&P. Below are some of thgblogies/casestudies conducted during the period

under review.

ROMANCE AND GOLD SCAM
In June 2016 one Moniaaf the USA remitteddS$67,990.00to Mensah,

29-year-old Ghanaian. When Mensah was questioned by his bank in G

he claimed the fund were from his business partner. However, the

remitting bank indicated he purpose for the transfer a@pkeed

Further checks revealed that Monica wiretthe moneyto Mensah at the
instance of Frank, a friend sheehon a dating website in 2014. Frank sald
Mensah was a nephew to a Government Official in Ghana. Frank claiméd he
bought gold but had issues getting the gold out of Ghana and that he neg¢ded
a loan from Monica for documentation and shipment to a potential buyer

in the US.

Monica over a tweyear petiod had wired a total of US$200,000.00 to Frahk
for documentation and shipment of the gold to thtential buyer. Frank
later presented her with two cheques worth US$250,000.00 but told her|not
to cash it until the gold shipment was successful. Frank $3&$ 200,000.00
of this amount was for reimbursement and the rest should be paid to him
once he arrived in the US.

Method Employed:

Suspected Predicate Offence

Technique used:

Status:

( )
| 2 )
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ROMANCE SCAM
In October, 2015, Kofi Mensah, a-2&ar-old Ghanaian sole proprietor,
received wire transfer amounting taJS$50,031.00 from one Mr. Ben
White of the United States of America.

When thebank questioned Mensah about the purpose of the funds, he
claimed he had a business relationship with Mr. White and the funds wer
meant to construct boreholes in Ghana.

197

Preliminary investigations revealed that Mr. Whitenet a purported white
lady on soal media who claimed to be a nurse working in Ghana.

The purported white lady claimed she owned 70 kg of gold and needed
money to obtain documents from the Courts in Ghana to enable the release
of the gold into her custody.

She promised Mr. White thatnze the process was successful she would
move to the USA to start a relationship with him.

Consequently, Mr. White made several money transfers to her far
documentation of the gold.

Further interviews revealed that Mr. Whitevas a victim of fraud and ha
lost an estimated amount dffS$200,000.00(all his retirement savings) to
such fraud schemes.

It was suspected that Kofi Mensah may have misrepresented himself {o
obtain the funds fraudulently from Mr. White.

Method Employed:

SuspectedPredicate Offence:

Technique used:

Status

( )
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GOLD SCAM AND ADVANCE FEE FRAUD

In January 2016, Eric Kudzo, a customer of a Ngemk Financial
Institution received two remittances totalind)S$45,992.00from one Fred
Edward of the United States.

When the bank questioned Kudzo about the purpose of the funds, he w
unable to offer stisfactory explanations to warrant such inflows.

Preliminary checks by the FIC revealed that Edward established a friend|
relationship with one Ama suspected to be one of the accomplices of Kud
on facebook.

Ama and Edward later met in the US where simroduced herself as a
Ghanaian born British. Ama claimed she lost her parents through a moto
AAAEAAT O ET 'EATA AT A AO DPAOO 1T &
given a large quantity of gold.

She appealed to Edward to send her some money tess and ship the
Gold to the US and also to cater for her hospital bill as a result of th
accident she suffered. Several remittances amounting to US$300, 000 w
wired to Ama to cater for payment for gold shipment, insurance, and he
medical bills.

It was later revealed that Kudzo and Ama were accomplices, and thu
succeeded in defrauding Edward.

Method Employed: ,

Suspected Predicate Offence

Technique used:

Action taken by law enforcement:

(23 )
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The FATF Recommendations 26, 27 and @8irecompetent authoritieso be adequatdy
empowered to conduct inspections,supervise andmonitor activities of financial

Institutions to ensure compliancgith AML/CFTequirements

The Centre in accordance wigection 6(d) of the AntViloney Launderind\ct, 2008 (Act
749),as amendedmonitors and gives guidance to Accountable InstitutioRegorting
Entitieg, Supervisory Bodiesand other persons on the discharge of their duties in

compliance with the Act.

In partnership with regulators and othetakeholdersprovided AML/CFT training sessions

for the various sectors

These tainingsessions wereonducted for key management and other operational staff
of some Accountable Institution$he training sessions alsighlightedthe responsibilities

of the Als andhe designated Compliance Officers

Detailsof the training sessionsnd other outreach activities are outlined below:

( )
| %)
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Table 4

1 Banking Training for Board of Director; Two hundred and seveniyiree (273)
Key Management, Staff ar| participants were trained.
Compliance Officers/Anti
Money Laundering Reportin Particpants demonstrated deepe
Officers (AMLROSs) of Banks g understanding of AML/CFT mattel
Non-Bank Financial Institution This was observed in the submission
(NBFIs). Cash Transaction Reports (CTI
submission of AML/KY
manuals/policiestimely submission o
compliance reports and contributio
towards the Mutual Evaluain
Exercise
2 Insurance | Training for Life and Nohife| Two hundred and eightthree (283)
insurance companies as well | participants were trained on their ke
the Broking Companies. responsibilities under Act 749,
amended.
The enhanced understanding on
AML/CFT issues the insurance secto
led to the filing of CTRs arstibmission
of compliarce reports for the first time
3 Securities | Training for Capital Market Three hundred and nine (30
Operators (CMOs). participants were trained in the

securities sector.

Some of the CMOSled CTRsind also
developed Internal Rulefor the first
time.

SelectedAMLROs/Compliance Office
of CMOswere chosen ag-ocal Person
during the 2%Round of the Mutua
Evaluation Eercise.

25
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4 Designated | Training forKkey Management One hundred and twelve (112
Non Staff and licensed operators ( participants were trained.

Financial Precious Minerals an|
Businesses | Marketing Company (PMMC)| Consequently, @me of the Real Estat

and developersand Car dealerglesigned

Professions their Internal Rulesand appointed

(DNFBPs) | Training forGhana Real Estal AMLROs/Compliance Officers
Developers Associatig spearhead AML/CFT matters.
(GREDA).

The above training sessioamphasizedhe followingkey aeas;
1) Issues identified ithe National Risk Assessmieexercise

2) Financial Action Task Force (FATF)R&isedRecommendationsparticularly
Customer Due DiligenceR10, Politically Exposed PersoR42 andHling of STRs
R20.

3) Reportingobligationsof Accountable Institutions under Act 749.

4) The need to develop institutional based AML/CFT ComidanualPolicy.

5) The application of RisRased Approach enterprise riskassessment.

6) Emerging AML/CREP risks.

Between January and December 2016, one hundred andfifiigy (155) Senior Police
Officers Assistant Superintendents of Police) wéia@nedon AnttMoney Laundering and
Countering the Financing of Terrorism (AML/CFT) and Financial Investigation Teshnique

at the Ghana Police Command and Staff College, Winneba.

The need for more collaboration between ti&PSnd the FC in the fight against Money
Laundering and Terrorist Financing (ML/TF) was highlighted during the training.
Participants were also advisémcooperate with other relevant institutions by undertaking
parallelinvestigations They were encouraged to prefer the chargaraney laundering

identify, trace and recover proceeds of crime.
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JOINT OUTREACH PROKBRESWITH OTHER REGULATORS
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